In this paper we present a platform for the direct consumption of web services by a Mobile Station. We give an architectural solution where Mobile Operators play the role of Trusted Third Parties supplying service credentials that allow a co-located 3GPP Network Application Function and Liberty-enabled Identity Provider entity to implement a controlled Shopping Mall service to Mobile Stations from multiple trust domains. We consider both the protocol and the structure and syntax of the various tokens required to minimise service latency over the bandwidth and performance constrained mobile system, whilst providing adequate security services to protect against the perceived threat model. To validate our proposal we have developed code to create a Web Service test scenario using SAML authentication tokens utilising readily available J2ME, Java Card, J2SE and J2EE platforms, Web Services tools from Apache, the KToolBar emulator from Sun, and the JCOPS suite of tools for Java Card applet development.
Introduction
This paper proposes a protocol for authentication and payment between a consumer and a Web Service Provider that builds upon the Mobile Operator relationship with the mobile subscriber. The proposed scheme enables the Mobile Operator to provide a trusted authentication service that allows a third party to implement an environment where Web Service Providers gain direct commercial access to the Mobile Operator's subscriber base for the consumption of digital and physical products.
But why should the Mobile Operator wish to encourage such access? It has long been noted [6] that distribution structures, and specifically the consumer facing retailing function, evolve as industries mature. Many consider traditional Mobile Operators to be at the early stages of their development as retailers of digital content. The current distribution structures typified by Vodafone Live! from Vodafone, T Zones from T-Mobile, and e-mocion from Telefonica are examples of "one stop shops". Vertically integrated, they source, market and advertise a range of goods to consumers who are encouraged to repeat purchase. They may be considered as analogous to a Department Store on the high street. The typical High Street has evolved, however, and in many cases is complemented (if not replaced) by the Shopping Mall. Comprising both Department Stores and specialist retailers the operator of the Shopping Mall benefits from a large number of customers (i.e. traffic volume) whilst remaining independent from the cost and management of the retailed stock. As the commercial benefit from provision of digital content to mobile consumers transitions from promotional to revenue generating, the "Shopping Mall" concept of digital content retailing may become an attractive model for the traditional Mobile Operator.
The web service requirement
Our proposal involves four main actors; the Consumer, the Mobile Operator, the Shopping Mall Operator and the Service Provider.
The consumer is assumed to access the scheme via a bandwidth-constrained Mobile Station, comprising mobile device and service-enabling SIM card connected to a GPRS or UMTS mobile network. Service latency should be minimal without the need to purchase new equipment, and the "purchase experience" should be consistent across all services, irrespective of the actual service provider. Payment for services should be through the normal on-phone and off-phone payment mechanisms. Anonymity is an optional consumer requirement. Service consumption is ad hoc, irregular and transitory in duration.
The Shopping Mall Operator is assumed to require the maximum number of consumers for the available services, and the maximum number of available services for the participating consumers. Service Providers and Consumers should be capable of dynamically and asynchronously entering and leaving the system. The service should be available to consumers from various and disparate trust domains and the service must be terminal vendor independent and capable of being set-up using Over The Air (OTA) techniques.
Finally, Mobile Operator and Service Provider entities will not want to develop new business processes solely for specific Shopping Mall Operators. These entities must interact with the system using standard, internationally agreed protocols.
We base our proposed scheme on the assumption that these requirements are met with a Web Services architecture, where:
-the consumer service endpoint is an OTA installed application running on a mobile device that uses the SIM card as its security element, -the service content is provided by a Web Services Provider in accordance with internet standards, -the Mobile operator provides the authentication service, and -the Shopping mall operator implements a co-located 3GPP network application function and liberty-enabled Identity Provider entity.
The proposed scheme
In our proposal the Shopping Mall Operator acts as an Identity Provider between Web Service Providers and each of the Web Service consumers (Mobile Stations). The Mobile Operator owning the SIM deployed in the Mobile Station, acts as an Authentication Authority to the Shopping Mall Operator.
We utilise the combined Liberty & 3GPP GAA model, as defined in [3] , to combine the Service Orientated Architecture of Web Services with a Mobile End User end point. We target the provision of identity-consuming services where knowledge of the user (principal) is important. In this way we address the highest value scenario; specifically:
-where the service is enhanced by knowledge of some data related to the identity of the principal (e.g. payment). -where privacy, trust and authentication are highly relevant.
We consider a federated environment where it is in the principal's interest to re-use such assertions/validations/ vouches for access to unrelated services. Our platform implements a permission based access control where the permission level is a function of the "quality" of the initial assertion. Further, we consider the general case where, although the consumer identity is provided by the Mobile Operator customer owning entity, they are given the freedom to attest for the identity of a particular consumer up to "a certain level". Therefore not all assertions are necessarily considered to be of equal quality.
Securing identity is fundamental for Web services security, and as the identity of valid users must move around when information moves from one trust domain to another, and the fact that Web services will be used to cross trust domains makes portable trust an important requirement for Web services security.
Authentication credentials are defined in SAML vocabularies. The Security Assertion Markup Language (SAML) is the XML based security standard created to enable portable identities and the assertion of these identities. SAML is used to exchange authentication and authorization credentials across different security domains [4] .
With reference to Fig. 1 , in the GSM/3GPP mobile architecture, security and trust reside in two locations. These are the network home location register (HLR) of the home subscriber system (HSS) and the Operator issued tamper resistant A client application needs to run within the user device in order to use the processing capabilities of the user device. However this user device is unlikely to be trusted by scheme entities to hold a valuable network level identity. [Note: This distrust is likely to increase as devices move from traditionally closed proprietary operating systems to more open operating systems capable of performing the file manipulation required by advanced 2.5G and 3G services].
The customer owning entity-the network HLR-attests the identity of a particular consumer up to "a certain level". Application layer credentials are bootstrapped from the (3G) cellular network mutual authentication process and provided to both the End User device and the Service Provider. This allows the Service Provider and End User to communicate securely as they now share the same secret.
We use the GBA or Generic Bootstrapping architecture of generic authentication architecture (GAA) as described in [3] to exploit the 3GPP Authentication and Key Agreement process to produce application credentials. The Mobile Station uses the Bootstrapping Server Function of the Mobile Operator's Home Subscriber System to create these application layer credentials, i.e. GBA, over the Ub interface. These are then shared with the Identity Provider (IdP or sometimes referred to as the Network Application Function) via the Zn interface. The Mobile Station client can then communicate directly with the Service Provider using these credentials.
The use case for a non-registered user begins when the User attempts to purchase a service from an (S P). The (S P)
advises the (N AF/I d P) who determines if User is registered. If not registered, the (N AF/I d P) determines if
User has the capability, i.e. the "User Agent", in the form of the MIDP2.0 and Javacard application code. If the User Agent is not present then this application code is over the air (OTA) downloaded to the User Equipment in accordance with [8] . The User Agent then registers with the (N AF/I d P) for single sign-on service.
The scheme for a registered user is summarised with reference to Fig (U E) communicates with (S P) using service credentials and requests a service. 8. (S P) confirms validity of (U E)'s service credentials.
The (U E) can now purchase from (S P) using On-Phone billing (i.e. via HSS as the payment gateway) or Off-Phone billing (i.e. via a second Service Provider who performs a payment gateway service). The use case continues with (U E) accessing multiple Service Providers until the session is actively terminated either by the User or the (S P).
This process allows the service provider to deliver an identity consuming web service direct to the End User, without having to resort to the use of end user certificates or setting up its own identification system.
The Mobile Station is assumed to implement a Security Agent function-an example of which is presented in [8] . The Security Agent comprises a device executed MIDlet application for I/O and computationally intensive operations, together with a tamper-resistant module (e.g. Trusted Programme Module (TPM) and/or SIM card) executed application for secure storage and cryptographic processing. The Shopping Mall Operator is assumed to implement a Token distribution centre.
We adopt a push-based model [7] to exchange authentication and payment SAML authorisation tokens between the scheme entities. Tokens are pushed from the Shopping Mall Operator to the Mobile Station, for local storage. This allows a shopping basket of services to be assembled before the tokens are subsequently pushed from the Mobile Station to the Web Service Providers in exchange for their services.
By storing the tokens on the Mobile Station we simulate a familiar shopping behaviour. We allow the consumer to pause (i.e. service interruption) between the phases of entering the Shopping Mall (i.e. authentication), browsing and selecting the goods (web service selection) and proceeding to the checkout (i.e. payment). It is considered good practice [5] to design mobile applications so that they can be interrupted by the user.
Implementation options
Web Services are defined [9] as software systems that support interoperable network interactions. They allow implementation of a service-orientated architecture incorporating the entities of Service Provider, Service Consumer and Service Registry. For information to be moved around the network it must be packaged in a format that is understood by these entities. The Simple Object Access Protocol (SOAP) [9] is the standardised packaging protocol currently utilised for Web Services. SOAP supports information exchanges by specifying a way to structure XML messages.
As in any open network environment, these exchanges are exposed to security threats of message leakage, tampering and vandalism. We propose protocol and token implementation options that are designed to resist masquerading, message tampering, replay, and denial of service attacks.
Further, as the characteristic of a Web Service is a response to a message, perceived service quality is also dependent on latency between message and response. We therefore also consider the implementation options that affect this.
We present both specific protocol exchanges and the structure and syntax of the authentication and payment tokens.
Prerequisites for protocol
Our protocol uses both symmetric and asymmetric cryptographic techniques to provide the authentication and integrity services required.
The following requirements must be met prior to the use of the protocol.
-All actors have agreed on a specific signature algorithm.
The signature on data X using private key K is written s K (X ). -All actors have agreed on an asymmetric encryption algorithm, for which the encryption of data X using public key P is written e P (X ). -All actors except the consumer have encryption key pairs for encryption scheme, and all the actors possess a trusted copy of the public key of the other actors. -All actors except the consumer have asymmetric key pair for a signature scheme, and all the actors possess a trusted copy of the public key of the other actors.
Protocol
We describe the critical protocol exchanges to address the threat model by considering the authentication, service selection and payment phases of the protocol. Our description assumes that an authenticated key establishment process has taken place between the Mobile Operator and the Security Agent of a Mobile Station [8] .
We adopt the following additional notation:
We have divided the protocol into three sections; Authentication, Service Selection, and Payment, the following subsections will describe each section. Figure 3 provides an overview of the protocol message flow. . The BSF will generate B-TID which is a string of base 64 random data and the BSF server domain name; it will also generate key material K s which is the result of concatenating the Confidentiality Key (CK) and the Integrity Key (IK) resulting from the AKA protocol. The details of the generation of B-TID and the Ks are defined in [2] . The User will use the B-TID as the Username and the K s as the password to access the NAF/IdP. B-TID will be sent to the User via the Ub interface along with the Key Lifetime, the password K s will be generated by the user based on the AKA protocol and it will be stored in the UICC. . This UT will be sent to the User encrypted using the password K s received in step 7.
User to NAF/IdP [Login (B-
This concludes the authentication phase, all steps can happen at an earlier time before requesting access to any particular third party service provider, providing the lifetime of the keys have not been exceeded.
Service selection:
The proposed protocol for the Service Phase of Fig. 3 is described below:
1. User to NAF/IdP [RequestService (SPID, UT)]. Once the User receives the UT he/she can now request access to any service provider (SP) in the Shopping Mall, however to do that the User must first receive SP UserToken from the NAF/IdP. This is achieved by the RequestService message where the User sends the ID of the requested SP to the NAF/IdP concatenated with the UT. The RequestService message will be encrypted with K s to protect the message confidentiality, the RequestService = e K s (SPID||UT).
NAF/IdP to User [SPUT, tsK]
. The NAF/IdP now generates a specific UserToken for the User to be used only with the SP requested by the SPID from the RequestService message; this UserToken will be referred to as the SPUT. The SPUT is built as follows: first a Temporary Session Key (tsK) is generated by the IdP, this will be concatenating with the SPID and the TUID and a new timestamp TS; these data then will be signed with the IdP digital signature private key I d P ds:SK , and encrypted with the SP encryption public key S P e:P K , such that the SPUT = e S P e:P K (s I d P ds:SK [TUID||SPID||tsK||TS] ). The SPU T will be sent along with tsK to the User in a message encrypted using K s . It is the creation of the service provider specific SPUT, from the user token UT generated following successful authentication of the user by the NAF/IdP, that provides the user anonymity towards the SP. This is an important aspect of the proposed scheme. 3. User to SP [CallService(UserRequest, SPUT)]. The User can now talk directly with the SP requesting any services offered by this SP, the CallService message will contain the UserRequest and the SPUT. The UserRequest will be encrypted using the tsK to protect the User privacy. Note: it is assumed at this stage that when the User sends this message to the SP that the User is confirming his/her selection, which can be indicated in the UserRequest. 4. SP to User [Invoice] . Once the SP receives the CallService message it decrypts the SPUT using its encryption private key S P e:SK , it then verifies the signature of the SPUT, this is done by validating the SPUT using the NAF/IdP signature public key s I d P ds:P K , to ensure the integrity of the content of SPUT; if the validation is successful the SP compares the TUID (or UID) to its registered Users database if it exist, this option allows the SP to give customized services to its customers. Then the SP gets the tsK from SPUT and use it to decrypt the UserRequest; the SP will reply with an 'Invoice', this Invoice will contain a confirmation of the UserRequest, Price, and a method of payment (e.g. Credit Cards only). The Invoice will be signed by the SP digital signature private key and encrypted with tsK. Invoice= e S P ts K (s S P ds:
Payment:
The proposed protocol for the Payment Phase of Fig. 3 is described below:
1. User to NAF/IdP [RequestService (FSPID, UT)]. The User verifies the invoice by decrypting it using tsK, and verifies the content of it. If the Invoice verification process is successful, the User now starts the payment phase. It is assumed that the User has an account with a Financial Service Provider (FSP), who will charge the User and pay the SP. However for the User to communicate with the FSP the User must obtain a SPUT for this FSP; this is done the same way as in steps 11, 12, and changing the SPID with the FSPID. Fig. 3 , the FSP will decrypt and validate the signature of SPUT_FSP (received in step 17) to obtain the tsK_FSP which will be used to decrypt the Invoice, which if successful will indicate the User confirmation to process the Invoice. InvoiceConfirmation message from the FSP, it validate the message signature and then checks the StatusFlag, which if set to True, the SP will deliver the service to the User; an optional message can be sent to the FSP to confirm service delivery.
As mentioned above the scheme supports both On-Phone and Off-Phone payment mechanisms. The protocol depicted in Fig. 3 and described in detail above is for the Off-Phone payment mechanism. The On-Phone payment mechanism refers to the case when the user uses the Mobile Operator as a FSP by charging the user's phone bills.
The payment protocol will be exactly as in the Off-Phone case, with the main difference that the FSP will be the MOthe entity that contains the BSF.
Authentication and payment tokens
Our platform creates a collaborative commercial environment. Central to this is the notion of portable trust, i.e. identity credentials issued in one domain being accepted as proof of the subject's claimed identity (authentication) in another. There exists, therefore many parallel authentication processes. Section 3 and subsequent explanations describe the process adopted for one of them, namely GBA leveraging the 3GPP mobile cellular credentials. To cater for this generic requirement we implement the scheme tokens (e.g. UT) as SAML objects, whose quality rating is based on the value of the attestation that the authentication domain gave the subject. The SAML object, or token, UT is therefore an authentication assertion of the subject (single domain entity), that has been accepted by the NAF/IdP for use within the collaborative commercial environment of the controlled shopping mall (CSM). By issuing a UT to the subject, the subject is now considered a principal (Liberty terminology) within the CSM. The UT is, in essence, the portable identity authentication assertion of the subject. To provide the quality metric, the UT is signed by the NAF/IdP in a way that is appropriate for the attesting authority. This quality metric is a very important element of our platform as it allows many diverse SP's to decide how much to "trust" the principal.
The following is a list of the various tokens deployed in "The Proposed Scheme": The WSDL of the simulated controlled Shopping Mall service (NAF IdpService) is presented in appendix B.
The demonstration environment of our proof of concept model is implemented in J2ME and J2EE. J2ME provides the necessary Mobile device simulation and J2EE provide the web service implementation and deployment. The model is designed so that each phase of a specific use case is initiated manually and monitored by visual feedback through the use of J2ME mobile simulator.
Conclusion
In this paper we have introduced a scheme for the direct consumption of Web services by a Mobile Station; we described how the Liberty Alliance ID-FF model can make use of the extended authentication services offered by 3GPP GAA to provide a Controlled Shopping Mall environment to mobile phone users and Service Providers.
The protocol and the system structure described in this paper, in addition to the syntax of the various security tokens; were used in the development of a "proof of concept prototype" to validate our proposal. The prototype was developed using readily available J2ME, Java Card, J2SE and J2EE platforms.
Our contributions of system architecture, protocols, and enabling data structures could form the basis of a new business model for the changing telecommunication industry. To summarise, our proposal provides:
1. the user with a high level service discovery interface plus anonymity from Web Service Providers; 2. the Mobile Operator with a pivotal role and a revenue generating opportunity in the provision of a web services security and payment platform; 3. the Service Provider with a secure, scalable distribution channel.
In conclusion, our proposal allows developers and researchers to rethink current distribution structures and business models for the sourcing and delivery of digital services to mobile subscribers.
